
Page 1 of 9 
 

 
 

Employee Privacy Notice 
(Human Resources, Organisation Development and Payroll 

Services) 
 

Key points: 

 Why we use your data: We typically use your personal information for purposes 
related to your relationship with the Council.  

 The data we use: In performing our role as your employer, the Council may use 
information about your health, racial and ethnic origin, sexual orientation, religion 
and membership or a trade union.   

 Sharing data: We may share your data with third parties, including third-party 
service providers. 

 Security: We respect the security of your data and treat it in accordance with the 
law.   We are committed to never using it inappropriately and we are committed 
to honesty and transparency. We will comply with all the General Data Protection 
Regulation (GDPR’s) requirements to manage our obligations as part of the 
employment relationship. 

 
 
1 WHAT IS THE PURPOSE OF THIS PRIVACY STATEMENT? 

 Under data protection legislation, Bath & North East Somerset Council (the Council) is 1.1
required to explain to our employees why we collect information about you, how we intend to 
use that information and whether we will share your information with anyone else. 

 This statement applies to all current and former employees, workers and contractors. 1.2

 This statement does not form part of any contract of employment or other contract to provide 1.3
services.  We may update this statement at any time. 

 It is important that you read this statement so that you know how and why we use information 1.4
about you. It is also important that you inform us of any changes to your personal information 
during your working relationship with us so that the information which we hold is accurate and 
current. 

2 WHO ARE WE? 

 We are Bath & North East Somerset Council.  Our registered office is Guildhall, High Street, 2.1
Bath, BA1 5AW. 

3 OUR DATA PROTECTION OFFICER 

 Our Data Protection Officer is responsible for overseeing what we do with your information 3.1
and monitoring our compliance with data protection laws.  

 If you have any concerns or questions about our use of your personal data, you can contact 3.2
our Data Protection Officer, Information Governance, The Guildhall, 1 High Street, Bath    BA1 
5AW.    Information_Governance@bathnes.gov.uk     Telephone:  01225 396872 

 If you have any questions about our use of your personal data, you can raise those questions 3.3
with our DPO. 

  

mailto:Information_Governance@bathnes.gov.uk
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4 WHY ARE WE COLLECTING YOUR INFORMATION? 

 The Council collects and processes personal data relating its employees to manage the 4.1
employment relationship. We are committed to being transparent about how we collect and 
use that data and to ensure we meet our data protection obligations. 

 
5 WHAT INFORMATION DOES THE COUNCIL COLLECT? 

The Council collects and processes a range of information about you. This includes: 

 your name, address and contact details, including email address and telephone number, date 5.1
of birth and gender; 

 your application form with details of your qualification, skills, experience and employment 5.2
history. 

 the terms and conditions of your employment; 5.3

 details of your qualifications, skills, experience and employment history, including start and 5.4
end dates, with previous employers and with the Council; 

 your photograph for your identity badge and for e-mail purposes; 5.5

 details of your bank account, national insurance number to administer your pay and other 5.6
contractual benefits such as pensions deductions, tax and national insurance contributions 

 information about your remuneration including entitlement to benefits such as pensions, 5.7
pensionable earnings,  childcare vouchers, salary sacrifice schemes.   For deduction from 
wages purposes such as student loan deductions, court orders and any overpayments. 

 information about your marital status, next of kin, dependants and emergency contacts; 5.8

 information about your nationality and entitlement to work in the UK; 5.9

 information about medical or health conditions and if there is the need to make reasonable 5.10
adjustments, referrals to occupational health or in the case of applications for ill health 
retirement.   Correspondence and information relating to sickness absence reviews. 

 details of your work schedule (days of work and working hours) and attendance at work; 5.11

 details of periods of leave taken by you, including holiday, unpaid leave, sickness absence, 5.12
family leave and sabbaticals, sickness as a result of an accident or injury at work and the 
reasons for the leave; 

 details of any disciplinary or grievance procedures in which you have been involved, including 5.13
any warnings issued to you and related correspondence; 

 assessments of your performance, including appraisals, performance reviews and ratings, 5.14
training you have participated in, performance improvement plans and related correspondence 

Special categories of personal data: 

Some of the information which we collect may be special categories of personal data (also called 
sensitive personal data). Special categories of personal data require a higher level of protection. The 
special categories of personal data about you which we may collect include: 

 information about your race or ethnicity, religious beliefs, sexual orientation; 5.15

 details of trade union membership; 5.16
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 information about medical or health conditions, including whether or not you have a disability 5.17
for which the organisation needs to make reasonable adjustments; 

 information about age, pregnancy, maternity, paternity and adoption leave and 5.18

 information about criminal convictions and offences.  5.19

6 SOURCES OF YOUR PERSONAL DATA 

The Council collects information about you from different sources including: 

 through application forms completed by you;  6.1

 your passport or other identity documents such as your driving licence which you provide to 6.2
us;  

 data from forms completed by you at the start of or during employment (such as benefit 6.3
nomination forms); from correspondence with you;   

 through interviews, meetings or other assessments; and 6.4

 from you, your colleagues and others with whom you interact during the course of your 6.5
employment. 

 personal data about you from third parties, such as references supplied by former employer 6.6
and information from criminal records checks as permitted by law. 

7 WHERE DO WE STORE YOUR DATA? 

 Data is stored in a range of different places, including in your personnel file, in the 7.1
organisation's HR management systems and in other IT systems (including the organisation's 
email system). 

8 WHY DOES THE COUNCIL USE YOUR PERSONAL DATA? 

The Council needs to use information about you for the following reasons: 

 Your employment contract: To enter into an employment contract with you and to meet the 8.1
Council's obligations under your employment contract. For example, we need to process your 
data to provide you with an employment contract, to pay you in accordance with your 
employment contract and to administer benefits and pensions entitlements; 

 National Fraud Initiative: We are required under Section 6 of the Audit Commission Act 1998 8.2
to participate in the National Fraud Initiative (NFI) data matching exercise.  From time to time 
payroll data will be provided to the Audit Commission for NFI and will be used for cross- 
system and cross authority comparison for the prevention and detection of fraud; 

 Equality Act: The Council has a duty under the Equality Act (2010) to monitor and review 8.3
practice within the organisation to ensure fair treatment in employment practices.  The Act has 
introduced what are now called protected characteristics (e.g. disability, gender, race, age, 
etc.).  The Council is only able to monitor against these characteristics if it has this information 
on its staff. 

 HMRC: The Council is obliged under HMRC requirements to retain information on your legal 8.4
name, payroll ID number, National Insurance Number, date of birth, gender, employee home 
and residential addresses.  The Council also provides to the HMRC details of pension 
deductions,  student loan deductions, details of statutory maternity, paternity, adoption and 
shared parental leave.   HMRC also require details of hours worked, pay frequency and 
payment dates and passport number to confirm the right to work in the UK. 
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 Legal obligations: In some cases, the Council needs to process data to ensure that it is 8.5
complying with its legal obligations. For example, it is required to check an employee's 
entitlement to work in the UK, to deduct tax, to comply with health and safety laws and to 
enable employees to take periods of leave to which they are entitled. For certain positions, it is 
necessary to carry out criminal records checks to ensure that individuals are permitted to 
undertake the role in question. 

 All personal information for staff will be held securely and confidentially on iTrent in 8.6
accordance with the requirements of the GDPR.   

 Staff are asked to review and update the information we hold about them as necessary from 8.7
time to time to ensure its accuracy.  It will only be used for anonymised, high-level reporting 
and never at an individual level.  Within each characteristic staff have the option to indicate 
that they would prefer not to provide this information. It should also be noted that managers 
will not be able to view information on the protected characteristics of their staff from iTrent. 

9 WHAT DOES THE COUNCIL DO WITH YOUR INFORMATION? 

 The Council uses the types of personal data listed in this privacy statement for the following 9.1
purposes: 

 run recruitment and promotion processes; 9.2

 maintain accurate and up-to-date employment records and contact details (including details of 9.3
who to contact in the event of an emergency), and records of employee contractual and 
statutory rights during employment and those connected to the termination of employment 
including TUPE; 

 run and process payroll operations including pensions administration; 9.4

 operate and keep a record of disciplinary, grievance and safeguarding processes, to ensure 9.5
acceptable conduct within the workplace; 

 undertake workforce, management and organisational planning activities, including statutory 9.6
and legislative returns, to ensure effective operational planning and the requirement to meet 
statutory obligations; 

 operate and keep a record of employee performance and related processes, to plan for career 9.7
development, and for succession planning and workforce management purposes; 

 operate and keep a record of absence and absence management procedures, to allow 9.8
effective workforce management and ensure that employees are receiving the pay or other 
benefits to which they are entitled; 

 obtain occupational health advice, to ensure that it complies with duties in relation to 9.9
individuals with disabilities, meet its obligations under health and safety law, and ensure that 
employees are receiving the pay or other benefits to which they are entitled; 

 operate and keep a record of other types of leave (including maternity, paternity, adoption, 9.10
parental and shared parental leave), to allow effective workforce management, to ensure that 
the organisation complies with duties in relation to leave entitlement, and to ensure that 
employees are receiving the pay or other benefits to which they are entitled; 

 ensure effective general HR and business administration; 9.11

 provide references on request for current or former employees; 9.12

 respond to and defend against legal claims; and 9.13

 maintain and promote equality in the workplace 9.14
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10 HOW THE COUNCIL USES YOUR SENSITIVE INFORMATION 

Some of the information which we collect will be special categories of personal data (also called 
sensitive personal data), such as information about your ethnic background or your health. We will use 
your particularly sensitive personal information in the following ways: 

 We will use information relating to leaves of absence, which may include sickness absence or 10.1
family related leave, to comply with employment and other laws; 

 We will use information about your physical or mental health, or disability status, to ensure 10.2
your health and safety in the workplace and to assess your fitness to work, to provide 
appropriate workplace adjustments, to monitor and manage sickness absence and to 
administer benefits;  

 We will use information about your race or national or ethnic origin, religious, philosophical or 10.3
moral beliefs, or your sexual life or sexual orientation, to ensure meaningful equal opportunity 
monitoring and reporting; 

 We will use trade union membership information to pay trade union premiums, register the 10.4
status of a protected employee and to comply with employment law obligations. 

11 HOW THE COUNCIL USES INFORMATION ABOUT CRIMINAL CONVICTIONS 

 We will only collect information about criminal convictions if it is appropriate given the nature 11.1
of the role and where we are legally able to do so. Where appropriate, we will collect 
information about criminal convictions as part of the recruitment process or we may be notified 
of such information directly by you in the course of you working for us. We will use such 
information as needed to comply with our legal and regulatory obligations, as required by our 
insurer, to protect our clients and others, and to ensure the smooth running of our business. 

12 COMPLYING WITH DATA PROTECTION LAW 

 We will comply with data protection law. At the heart of data protection laws are the "data 12.1
protection principles" which say that the personal information we hold about you must be: 

 used lawfully, fairly and in a transparent way; 12.2

 collected only for valid purposes that we have clearly explained to you and not used in any 12.3
way that is incompatible with those purposes; 

 relevant to the purposes we have told you about and limited only to those purposes; 12.4

 accurate and kept up to date;  12.5

 kept only as long as necessary for the purposes we have told you about; and 12.6

 kept securely. 12.7

13 WHAT IS THE COUNCIL'S LAWFUL BASIS FOR USING YOUR INFORMATION? 

In accordance with the data protection laws, we need a "lawful basis" for collecting and using 
information about you. There are a variety of different legal bases for using personal data which are 
set out in the data protection laws. 

The lawful bases on which we rely in order to use the information which we collect about you for the 
purposes set out in this statement will be: 

 using your information in this way is necessary for us to perform the contract between us and 13.1
you in order to take steps at the request of you prior to entering into the contract; and 
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 using your information is necessary for us to comply with legal and regulatory obligations to 13.2
which we are subject;  

 using your information pursuant to our legitimate interests (or those of a third party) and your 13.3
interests and fundamental rights do not override those interests (please note we shall not 
rely on this lawful basis where we are performing our public tasks); 

 you have given us your consent to use your information for a particular purpose; 13.4

 we need to use your personal information to protect your interests (or someone else’s 13.5
interests) in a life or death situation; or 

 we need to use your personal information in the public interest. 13.6

Special categories of personal data 

"Special categories" of particularly sensitive personal information require higher levels of protection. 
We need to have further justification for collecting, storing and using this type of personal information. 
The lawful basis on which we rely in order to use your special categories of personal data which we 
collect about you will be: 

 it is necessary in order for us to comply with our legal obligations in our role as your employer; 13.7

 you have provided your explicit consent to our use of your information; 13.8

 it is needed in the public interest (such as equal opportunities monitoring, in relation to our 13.9
occupational pension scheme); or 

Less commonly, we may process this type of information where it is needed in relation to legal claims 
or where it is needed to protect your vital interests (or someone else’s vital interests) and you are not 
capable of giving your consent, or where you have already made the information public. We may also 
process such information about members or former members in the course of legitimate business 
activities with the appropriate safeguards. 

Criminal convictions 

We may only use information relating to criminal convictions where the law and/or our regulator allow 
us to do so. This will usually be where such processing is necessary to carry out our obligations and 
provided we do so in line with our data protection policy. 

Less commonly, we may use information relating to criminal convictions where it is necessary in 
relation to legal claims, where it is necessary to protect your interests (or someone else’s interests) 
and you are not capable of giving your consent, or where you have already made the information 
public. 

We may also process such information about members or former members in the course of legitimate 
business activities with the appropriate safeguards. 

 
14 SHARING YOUR INFORMATION  

Internally within the Council  

 Your information will be shared internally, including with members of the Human Resources 14.1
and Payroll Teams, Finance, Pensions,  your line manager, managers in the business area in 
which you work and IT staff if access to the data is necessary for performance of their roles. 

Externally outside of the Council 

The organisation shares your data with third parties: 

 in order to obtain pre-employment references from other employers;  14.2
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 in order to obtain necessary criminal records checks from the Disclosure and Barring Service;  14.3

 in relation to the transfer of undertaking in respect of some or all of its business. In these 14.4
circumstances the data will be subject to confidentiality arrangements; and 

 where the third parties process data on the Council's behalf, e.g. in connection with payroll, 14.5
the provision of benefits and the provision of occupational health services. 

15 INTERNATIONAL TRANSFER OF YOUR DATA 

 The organisation will not transfer your data to countries outside the European Economic Area. 15.1

16 HOW DOES THE ORGANISATION PROTECT DATA? 

 The Council takes the security of your data seriously. We have internal policies and controls in 16.1
place to try to ensure that your data is not lost, accidentally destroyed, misused or disclosed, 
and is not accessed except by its employees in the performance of their duties. The Council 
has a number of internal policies and controls including system restrictions to protect data.  
The following list provides examples but is not exhaustive: 

 Information Security Policy 

 Information Sharing Policy 

 Mobile and Remote Working Policy 

 System Access and Password Management Policy 

 Acceptable Use Policy 

 Securely Transferring Information Guidelines 
 
Copies of these policies can be provided by contacting the Information Governance Team at 
the address provided at the beginning of this statement and are available for all employees on 
the Council’s intranet.    

 
 The Council also uses the Government Connect Secure Extranet (commonly known as 16.2

GCSx). This is a government-accredited secure network which provides: 

 Secure access to central government applications and databases  

 Secure email exchange with central government, police, and other local authorities  

 Secure bulk file transfer between local and central government  
 
Where it is not possible for external service providers/key partner organisations to comply with 
the Government Connect Code of Connection requirements the Council has implemented an 
alternative solution which is called GlobalSCAPE – a corporate secure information transfer 
solution.  
 
Where the organisation engages third parties to process personal data on its behalf, they do 
so on the basis of written instructions, are under a duty of confidentiality and are obliged to 
implement appropriate technical and organisational measures to ensure the security of data. 

17 CAN THE COUNCIL USE YOUR INFORMATION FOR ANY OTHER PURPOSE? 

 We typically will only use your personal information for the purposes for which we collect it. In 17.1
limited circumstances we may use your information for a purpose other than those set out in 
this policy. If we intend to do so, we will provide you with information relating to that other 
purpose before using it for the new purpose. 

 We may use your personal information without your knowledge or consent where such use is 17.2
required or permitted by law. 
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18 FOR HOW LONG DO WE KEEP YOUR DATA? 

 We will only retain your personal information for as long as necessary to fulfil the purposes we 18.1
collected it for, including for the purposes of satisfying any legal, accounting, or reporting 
requirements.  

 Details of retention periods for Human Resources and Payroll records covering different 18.2
aspects of your personal information are published by the Council’s Information Management 
Services and are available to all employees on the intranet. To determine the appropriate 
retention period for personal data, we consider the amount, nature, and sensitivity of the 
personal data, the potential risk of harm from unauthorised use or disclosure of your personal 
data, the purposes for which we process your personal data and whether we can achieve 
those purposes through other means, and the applicable legal requirements. 

 In some circumstances we may anonymise your personal information so that it can no longer 18.3
be associated with you, in which case we may use such information without further notice to 
you. Once you are no longer an employee, worker or contractor of the company we will retain 
and securely destroy your personal information in accordance with our data retention policy. 

19 YOUR RIGHTS 

Under the data protection laws you have a number of rights.  Not all of the rights apply all of the time 
and some of the rights only apply in limited circumstances.  Those rights include: 

 Request access to your personal information (commonly known as a “data subject access 19.1
request”). This enables you to receive a copy of the personal information we hold about you 
and to check that we are lawfully processing it. 

 Request correction of the personal information that we hold about you. This enables you to 19.2
have any incomplete or inaccurate information we hold about you corrected. 

 Request erasure of your personal information. This enables you to ask us to delete or 19.3
remove personal information where there is no good reason for us continuing to process it. 
You also have the right to ask us to delete or remove your personal information where you 
have exercised your right to object to processing (see below). 

 Object to processing of your personal information where we are relying on a legitimate 19.4
interest (or those of a third party) and there is something about your particular situation which 
makes you want to object to processing on this ground. You also have the right to object 
where we are processing your personal information for direct marketing purposes. 

 Request the restriction of processing of your personal information. This enables you to ask 19.5
us to suspend the processing of personal information about you, for example if you want us to 
establish its accuracy or the reason for processing it. 

 Request the transfer of your personal information to another party. 19.6

 If you want to review, verify, correct or request erasure of your personal information, object to 19.7
the processing of your personal data, or request that we transfer a copy of your personal 
information to another party, please contact information_governance@bathnes.gov.uk in the 
first instance.   You can make a subject access request by contacting the Information 
Governance Manager at the same e-mail address. 

20 RIGHT TO WITHDRAW CONSENT   

 In the limited circumstances where you may have provided your consent to the collection, 20.1
processing and transfer of your personal information for a specific purpose, you have the right 
to withdraw your consent for that specific processing at any time. To withdraw your consent, 
please contact information_governance@bathnes.gov.uk. Once we have received notification 
that you have withdrawn your consent, we will no longer process your information for the 
purpose or purposes you originally agreed to, unless we have another legitimate basis for 
doing so in law. 

mailto:information_governance@bathnes.gov.uk
mailto:information_governance@bathnes.gov.uk
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21 RIGHT TO COMPLAIN TO THE ICO 

 You also have the right to complain to the Information Commissioner's Office (the "ICO") if you 21.1
are not satisfied with the way we use your information. You can contact the ICO by writing to 
Information Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 
5AF. 

22 WHAT IF YOU DO NOT PROVIDE PERSONAL DATA? 

 You have some obligations under your employment contract to provide the organisation with 22.1
data. In particular, you are required to report absences from work and may be required to 
provide information about disciplinary or other matters under the implied duty of good faith. 
You may also have to provide the organisation with data in order to exercise your statutory 
rights, such as in relation to statutory leave entitlements. Failing to provide the data may mean 
that you are unable to exercise your statutory rights. 

 Certain information, such as contact details, your right to work in the UK and payment details, 22.2
have to be provided to enable the organisation to enter a contract of employment with you. If 
you do not provide other information, this will hinder the organisation's ability to administer the 
rights and obligations arising as a result of the employment relationship efficiently. 

23 AUTOMATED DECISION-MAKING 

 Employment decisions are not based solely on automated decision-making. 23.1

24 CHANGES TO THIS PRIVACY STATEMENT 

 We reserve the right to update this privacy statement at any time, and we will provide you with 24.1
a new privacy statement when we make any substantial updates. We may also notify you in 
other ways from time to time about the processing of your personal information. 


